



Proposed Changes to Policies & Procedures Manual

1. Add new: Quality Assurance  (Under Section 5.3 Collection and entry of Client Data)
Policies

· Our Continuum of Care (CoC) is committed to entering client specific data into HMIS that is accurate, complete, and timely to ensure quality of data, and to provide reports to agency executive management, public policy decision makers, and all participating homeless service and housing providers. 
· Data quality of client specific data is essential to the meaningful analysis and accurate reporting of CoC data.

· Data quality shall be a concern of highest importance and all members of CoC will work to continuously improve quality.
· Quality Assurance shall be the responsibility of each Partner Agency Administrator or the designated position within the agency as defined by the Executive Director.  Community Technology Alliance will be informed if this person is different than the designated Partner Agency Administrator.

· The Partner Agency which creates a client record owns the responsibility for a baseline of data quality to include: non-duplication of client record, Release Of Information (ROI), Universal & Program level data elements as defined by HUD Data Standards, up-to-date Program Entries and Exits, and the questions, “Currently Homeless?” and “Chronically Homeless?”
· Each Partner Agency that comes in contact with a client has an opportunity to improve data quality and should make every effort to do so when that opportunity arises.

· Each Partner Agency has agreed to and is responsible for collecting and entering all of the data elements on Santa Clara County’s Standardized Intake Form, whether required by HUD or not.
· The CoC will decide on a plan to dispose of (or remove identifiers from) Client Data seven (7) years after it was created or last changed.

Procedures
· Community Technology Alliance will provide each agency with an ongoing Exceptions report, and provide the training necessary in order for the agency to be able to download and report to the appropriate parties within the agency. 

· Partner Agency Administrator will share data with authorized personnel only (those with HMIS authorization).
· Partner Agency Administrator will be responsible for reviewing the weekly Exception Reports and making corrections, where they have been identified, within one week.

· Partner Agency Administrator will inform the Community Technology Alliance System Administrator if there is a problem with the Exception Reports within three (3) business days.

· Upon request of Agency Executive Management, Community Technology Alliance will provide measures and metrics to verify data quality.
· Upon request by the Santa Clara County Collaborative on Affordable Housing and Homelessness Issues Executive Committee, Community Technology Alliance will provide measures and metrics to assess the data quality of individual programs.

· The Technology Committee of Santa Clara County Collaborative on Affordable Housing and Homelessness Issues shall decide on the procedure to properly dispose of client data within the seven year time frame allocated in the HUD Data Standards.
2.
Add new: System Security Requirements (Under Section 5.2 User Authorization and passwords)

Policies:

· Santa Clara County HMIS has enlisted the use of Static IP to comply with the Public Access baseline requirement in the HUD Data Standards (4.3.1 System Security)
· It is the responsibility of the partnering Agency to inform Community Technology Alliance about any changes to IP address information previously submitted and approved for authorized access to HMIS.

· Community Technology Alliance will enlist the use of PKI (Public Key Infrastructure) or another suitably secure method to comply with Public Access baseline requirement in the HUD Data Standards (4.3.1 System Security) for street outreach programs in Santa Clara County.


Procedure:

· Each Partner Agency shall obtain a Static IP Address from their internet service provider and submit the Static IP Address to Community Technology Alliance for verification.

· Each Partner Agency shall be responsible for all expenses related to obtaining a Static IP Address
· Community Technology Alliance will maintain a list of valid Static IP’s and allow those IP addresses to have access to HMIS within a time-frame of two business days.
· Community Technology Alliance will establish the method of using PKI certificates or other suitably secure method in computers used for street outreach only. 

· Each Partner Agency that requires the use of PKI or other suitably secure method for street outreach shall be responsible for all expenses related to compliance of this requirement.

3.
Add new: Data Standards Compliance Certification (Under the Roles & Responsibilities of Partner Agencies Section of the SCC Policies and Procedures)

Policies:
· Each Partner Agency is responsible for ensuring they meet the Privacy and Security requirements detailed in the HUD HMIS Data and Technical Standards. Annually, Partner Agencies will conduct a thorough review of internal policies and procedures regarding HMIS.


Procedures:
· Annually, during the month of April, the HMIS System Administrator, or a designee, will send out (via email or mail) the Agency/Site Data Standards Compliance Checklist and a Certificate of Compliance to each Agency Administrator.
· The Agency Administrator, or a designee, will conduct a review of each site where HMIS is used using the Checklist as a guide.

· If areas are identified that require action, it will be noted on the checklist, and Corrective action will be implemented within one month.

· Once all action items are addressed, the Certificate of Compliance is to be signed by the Executive Director of the Partner Agency or a designee and returned to Community Technology Alliance, no later than May 31st of the review year.
